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ABSTRACT

Ardupilot and PX4 are representative open source projects for drones, and drone-controlled open sources are widely used
for drone development at home and abroad due to reduced development costs, stability of source code, and rapid
development feedback. However there are also fatal drawbacks behind such advantages. Open-source on drones used by
various agencies If there are vulnerabilities in data security, all drones used by those agencies are potentially subject to
security attacks, this could lead to a series of economic and human losses, depending on the nature of the environment.

In this paper, we explain the data security vulnerabilities of MAVLink v1.0, MAVLink v2.0 used in Ardupilot, PX4, and
propose object authentication using quantum entropy-based random number generator to respond to them, propose data
security, and conduct availability analysis through performance measurement of proposed data security.
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CHECKSUM
(2 bytes)

Table 1. Description of MAVLink.v1 field(6)

(Féliezled) Description
STX - Specify version
(1 byte) - MAVLink vl : Oxfe
LEN - Length of MAVLink
(1 byte) protocol’s payload
- Sequence of MAVLink packet
- Range : 0~255
SEQ - Initialize to 0 when exceeded
(1 byte)
255
- Can check packet loss status
- System ID
SYS ID - FC(Flight Controller) :
(1 byte) 0~254
- GCS ' Fixed at 255
((jlog;tle]? - ID by component
MSG 1D - Type of message
(1 byte)
PAYLOAD | _ Data of MAVLink
(0~255 ..
bytes) application
- Header values excluding
CHECKSUM STX
(2 bytes) - CRC-16 values of Payload
- Provide message integrity

MAVLink v2 Frame (11 - 279)
| X | LEN IFLI:H& seQ I e |°‘I‘;""l o | 'Oﬁl;\;;m : | c:izsgﬁx.s‘t;u o
Fig. 3. MAVLink v2 frame(6)

Table 2. Description of MAVLink.v2 field(6)

(Fsliezls) Description
STX - Specify version
(1 byte) - MAVLink v2 @ 0Oxfd
INC FLAGS - Whether to use signature
(1 byte) - 0x01 : Use signature
CMP FLAGS - Priority of MAVLink
(1 byte) protocol packets
MSG 1D - Type of message
(3 bytes)
- Link ID to which packets
3 link id are sent
I (1 byte) - Used to distinguish
G between multiple channels
. - GMT time as of January
N | timestamp
A | (6 bytes) L. .2015 .
T - Unit: Microseconds
U - Using SHA256
. - Input: Message,
R | signature .
B (6 bytes) tlmestamp, secret.key
- Output: msb 48-bit of
hash result
HAAE AHEd= 0x4d (COMMAND_ACK)7}F
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GCS (Ground Control System) Drone

Fig. 4. Example of MAVLink v2 packet exchange
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Fig. 5. Virtual environment diagram
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Fig. 6. Example of packet capture

Table 4. Payload by MSG ID(0x4c) (6)

Field it Description
type
paraml float Minimum pitch
param?2 float Empty
param3 float Empty
param4 float Yaw angle
paramb float Latitude
param6 float Longitude
param7 float Altitude
. Value: 0x16
command uint16_t (take—off)
tareet System on which to
set uint8_t execute the
system
command
target_ 4int8_t Components to
componet execute commands
confirmation | uint8_t Confirmation
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SHA256 (M| KEY) = SHA256 (M | KEY) (2)
SHA256( M| KEY) = SHA256 (M || KEY') (3)
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Table 5. Noise source function of Windows and
Linux(11)

OS Noise source function of OS

Windows random number
generation

Windows Remaining disk space

System interrupt information

Position of mouse cursor

Linux random number generation
Size of the disk used

Linux Information of ethernet

Interrupts(IRQ) information

generated by device
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Table 6.
Strength(16)

Key Size according to Security

Security Discrete Logarithm
Strength Problem ECC
i public key private key | (bit)

e (bit) (bit)
112 2048 224 256
128 3072 224 256
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Table 7. Specification of experiment equipment
for Drone(20)

Model name SAMGH5J19A
CPU 32bit Cortex-M4 120 MHz
SRAM 176 Kbytes
Flash 512 Kbytes
Interface USART

Table 8. Specification of experiment equipment for
GCs

GCS
OS Ubuntul8.04
CPU i7 - 10656G7
SRAM 4096 bytes
Interface USART
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Table 9. Specification of random number
generation based quantum entropy(21)

Model name QEC
Operating 90T~ +85C
temperature
Voltage 3.3V
Electric current 800A
Size 3mm x 3mm
Passed test NIST 90-B
. 7.6bit efficiency over 8bit n
Quality .
oise source samples
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Table 10. Notation used in experiments

Notation Description
OR Quantum random number
b generated by drones
R Random number generated
“os by GCS
Pre-shared cryptographic keys

k used for first authentication
KT, Key token of d d GCS
ey token of drone an
KTges
A Value that are concatenated
Qhpl R e, QR, and QRy
E,() Encrypt with secret key k
4.2 25
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1. generate Rgcs

2.QRp

3. Ex(Recs||QRp) < Enc(Recs||QRp, k)
4. Ex(Recs||QRp)

5- Recs||QRp < Dec(Ex(Rees||QRp), k)

6.if (generated QR, == received QRy
return Authentication success

7. Ex(QRp||Rgcs) < Enc(QRp||Recs k)

8. Ex(QRp||Racs)

9. Recs||QRp < Dec(Ex(Racs||QRp), k)
10. if (generated Rgcs == received Rp)

return Authentication success
11. Authentication success|

Fig. 11. Mutual Authentication Protocol
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2.KT, . rciioRs) 3. Ex(Rges||QRp) < Enc(Recs||QRp, k)
5. Rgcs||QRp — Dec(Ex(Rgcs||QRp). k)
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O T
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""""""""" ———— |
2.KT,
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1. generate QR

Generate Key Pair

t

Rp)

5. key = QRp *Klges

3. E, (M)

6.key =QRgcs + KTp

5.key = QRp * KTgcs
Fig. 12. Key Exchange Algorithm Diagram

4.M < Decryption(E; (M), k)
5. Receive Request Message(M)

1. M < Request Message
2. Ex(M) < Encryption(M, k)

1. M < Request Message
2 E (M) « Encryption(M, k)

5.key = QRp * KTgcs

Encryption for data-in-transit
9.M'  Decryption(E;(M"), k)
10. Receive Response Message(M')

8. B, (M)

4.M < Decryption(E; (M), k)
5. Receive Request Message(M)
6. M' — Response Message
7. Ex(M') — Encryption(M', k)
Fig. 14. Entire Procedure of Proposal

8. Ex(M")

9.M' < Decryption(E; (M"), k)
10. Receive Response Message(M')

6. M' — Response Message
7. E,(M') < Encryption(M', k)

Fig. 13. Encryption for Data-in-transit
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Table. 11. Performance measurement results

Operation Function Time
Generation Random Number 66ms
Authentication(CHAP) 88.6ms
Key Exchange(ECDH) 881ms

LEA-128-CBC Decryption

(255 bytes) 2.5ms
LEA-128-CBC Encryption
(255 bytes) 2.5ms
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